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Generic Marking Principles

These general marking principles must be applied by all examiners when marking candidate answers. They should be applied alongside the
specific content of the mark scheme or generic level descriptors for a question. Each question paper and mark scheme will also comply with these
marking principles.

GENERIC MARKING PRINCIPLE 1:
Marks must be awarded in line with:
e the specific content of the mark scheme or the generic level descriptors for the question

e the specific skills defined in the mark scheme or in the generic level descriptors for the question
e the standard of response required by a candidate as exemplified by the standardisation scripts.

GENERIC MARKING PRINCIPLE 2:

Marks awarded are always whole marks (not half marks, or other fractions).

GENERIC MARKING PRINCIPLE 3:
Marks must be awarded positively:

e marks are awarded for correct/valid answers, as defined in the mark scheme. However, credit is given for valid answers which go beyond the
scope of the syllabus and mark scheme, referring to your Team Leader as appropriate

marks are awarded when candidates clearly demonstrate what they know and can do

marks are not deducted for errors

marks are not deducted for omissions

answers should only be judged on the quality of spelling, punctuation and grammar when these features are specifically assessed by the
question as indicated by the mark scheme. The meaning, however, should be unambiguous.

GENERIC MARKING PRINCIPLE 4:

Rules must be applied consistently, e.g. in situations where candidates have not followed instructions or in the application of generic level
descriptors.
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GENERIC MARKING PRINCIPLE 5:

Marks should be awarded using the full range of marks defined in the mark scheme for the question (however; the use of the full mark range may
be limited according to the quality of the candidate responses seen).

GENERIC MARKING PRINCIPLE 6:

Marks awarded are based solely on the requirements as defined in the mark scheme. Marks should not be awarded with grade thresholds or
grade descriptors in mind.
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Question Answer Marks
1 One mark for each correct row: 5
Device |I‘z3l;t Ot(l‘t/p)ut Stc(:\r/a)ge
Solid state drive (SSD) v
Headphones v
2D cutter v
LCD projector v
Microphone v
Question Answer Marks
2(a) |- Control unit/ CU 1
2(b) — Arithmetic logic unit // ALU 1
2(c) —  Program counter // memory address register // PC // MAR 1
2(d) — Memory data register // current instruction register // MDR // CIR 1
2(e) —  Memory data register / MDR 1
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Question Answer Marks
3(a) One mark per each correct row: 4
Denary | Binary Conversion Correct | Incorrect
() ()
145 10010001 v
179 10110101 v
11 00010011 v
100 01100010 v
3(b) One mark for each correct conversion in the correct order: 3
- C
- 4
- 0
Question Answer Marks
4(a) Any four from: 4
— Browsers sends URL to DNS
— ...using HTTP
— DNS finds matching IP addresses for URL
— ... and sends IP address to web browser
— Web browser sends request to IP address/web server for web pages
— Web pages are sent from web server to browser
— Browser renders HTML to display web pages
— Any security certificates are exchanged/authenticated // SSL/HTTPS is used to secure the data
— ... encrypting any data sent
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Question

Answer

Marks

4(b)

Any three from:

— Hacking

—  Denial of service (DoS)
- Malware

—  Virus

NOTE: three suitable types of malware can be awarded

3

Question

Answer

Marks

5(a)

One mark for correct tick, two marks for description
—  Serial

— Bits sent one at a time
— Single wire

If parallel given, no mark for parallel, but follow through for correct description of parallel:

— Multiple bits sent at a time
—  Multiple wires

5(b)

Any three from:

— Universal connection // industry standard

— Can only be inserted one way

— Backward compatible

— Auto configures // automatically recognised devices
— Can power devices

— Fast data transfer speed

— Inexpensive to purchase/manufacture
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Question Answer Marks
5(c) Any two from: 2
- TLS
- SSL
— HTTPS
Question Answer Marks
6 — Key // Algorithm 5
— Algorithm // Key (must be opposite of first one)
— Plain
—  Cypher
— Key // Algorithm
Question Answer Marks
7(a) One mark for each correct row: 4
s Even | Odd
8-bit binary value
i ) | ™)
10000001 v
10000010 v
00101001 4
00101000 v
7(b) Any one from: 1
— Transposition error
—  When bits still add up to odd/even number
— Even number of incorrect bits
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Question

Answer

Marks

7(c)

Any one from:
- ARQ
—  Checksum

1

Question

Answer

Marks

8(a)

Any three from:

— Liquid crystal display

— The display is made of pixels

— ... arranged in a matrix

— Uses a flat panel display

— Backlit display

— ... with CCFLs/LEDs

— Uses light-modulating properties of liquid crystals

— Crystals can be turned between opaque and transparent (to allow light to pass)
—  Colours created using RGB

8(b)

Any three from:

— Low power consumption

— Runs at cool temperature

— Do not suffer image burn

— Do not suffer flicker issues

—  Bright image/colours

— High resolution image

— Cheaper to purchase than e.g. LED screen
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Question

Answer

Marks

9(a)

Any three from:

— Both need a red laser to read/write data

— Both are spun to be read

— Both use spiral tracks for data

— Both are optical storage

— Both are off-line storage // both non-volatile
— Both use pits and lands to store data

3

9(b)

Any one from:

— DVD can be dual layer, but CD can only be single
— DVD has higher storage capacity

— DVD has a shorter wavelength laser

— DVD are spun faster

— DVDs have a higher data transfer rate
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Question Answer Marks
10(a) One mark for each correct logic gate with the correct input: 4
A
B X
Cc
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Question Answer Marks
10(b) Four marks for 8 correct outputs 4
Three marks for 6/7 correct outputs
Two marks for 4/5 correct outputs
One mark for 2/3 correct outputs
A B c Working space X
0 0 0 0
0 0 1 1
0 1 0 1
0 1 1 0
1 0 0 1
1 0 1 1
1 1 0 1
1 1 1 1
11 Six from: 6
— Suitable sensor used e.g. motion sensor/pressure sensor
— (Analogue) data is converted to digital (using ADC)
— Sensor sends data to microprocessor
— Data compared to stored data ...
— ... If value outside range/within range water is sprayed
— ... signal sent to actuator to spray water
— ... if value within range/outside range no action taken
—  Continuous loop
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Question Answer Marks
12 One mark for each correct row: 5
Tr Fal
Statement (;')e ? /s;e
Provides access to the Internet for customers v
Can determine the maximum bandwidth available for customers v
Monitors the volume of data downloaded by customers v
Can provide an IP address for the customer v
Stores the content for all web pages available on the Internet v
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Question Answer Marks
13(a) Any one from: 1
— Both are designed to steal/collect personal data
— Both pretend to be a real company
— Both use fake websites
13(b) — Phishing involves use of an email whereas pharming involves installing malicious code 2
— Phishing involves clicking a link or an attachment whereas pharming creates a redirection
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